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Supporting Operational Policing in England and Wales through the provision of ICT Services 
A Police ICT Common Requirements Vision (CRV) for England & Wales
Introduction
A Common Requirements Vision is the operational view of the ICT requirement. It is the strategic representation of the relationship between business requirements and technology services.  This paper is aimed at strategic leaders in the police service in England & Wales. Its success will be measured by the extent by which it becomes recognised as a tool in the planning and implementation of strategic change. It describes the ‘As Is’ at the very highest level and is a living document that should be revised on a regular basis as policing drivers can change very quickly. 

The Strategic Context
Policing activity over the next twelve months is likely to be focused on improving how the police service operates. This includes resource demand and performance management, the development and implementation of new technology and the review of frontline activity to reduce bureaucracy and allow officers to focus on operational priorities.

The Home Secretary recently asked the NPIA to Review Police IT following closely behind the Flanagan Review of Policing. Flanagan’s Review makes thirty three recommendations in the following areas that are all underpinned by the provision of ICT services:

· Making the most efficient use of resources;

· Embedding neighbourhood policing;

· Reducing bureaucracy;

· Enhancing local accountability.

The National Policing Board chaired by the Home Secretary recently gave in principle agreement to the Review of IT conclusions and asked that the NPIA return to the Board with detailed proposals for a programme of convergence in November 2008. The Review of IT concluded amongst other things that:

1. The NPIA CIO should take the lead in the development of information systems across the police service. He should develop a model of convergence for local and national systems in order to develop a more integrated, efficient and effective information systems environment which would look forward to 2015. 

2. The delivery of information systems should continue to have both national and local elements. Both should be taken forward on the basis of standards managed by the NPIA on behalf of the service. NPIA should support forces in improving the local delivery of information to officers and citizens. 

3. The NPIA should undertake the necessary realignment of resources behind this programme, and will report back to the NPB in November 2008 with developed business cases, more detail about the proposed target state for 2015 and a report on progress to date.

4. The NPB collectively, and its member organisations, agreed to support the NPIA in this new role. 

The NPIA are currently establishing a programme that will consist of the following projects:
· Architecture for 2015

· Convergence

· Procurement

· Officer experience
· Citizen experience
· Legal/regulatory issues

This CRV will support the Review of IT as it is a tool for ensuring that the future provision of ICT meets the needs of the business and is therefore fundamental to delivery of policing ICT services in England and Wales. It should also help formulate a road map of the steps which need to be taken to ensure strategic alignment of IT strategy with operational capability. In doing so it looks at the relationships between Environmental Trends (affecting Policing), Policing Business Strategies, Policing Information Requirements and Information Technology Requirements. 

The recommendations from the Flanagan Review and the Review of Police ICT are being used to inform a Green Paper to be published in spring 2008. This will review progress in achieving the overall police reform agenda. It is expected the Green Paper will outline a strategic vision for improving police performance and, look at making the most effective use of current resources to manage competing demands. ICT as a resource (service) and as a consumer and an enabler of resources therefore forms one of the cornerstones of the police reform agenda. 
This paper examines the key influences that govern the provision of police ICT services and outlines the challenges facing ICT planners and the strategies required in order to achieve alignment with policing and the public protection requirement. Whilst this ‘Vision’ is outward looking using environmental trends in both policing and wider society to frame the requirement, it does so in the context of reviews of the past. These have consistently highlighted ICT gaps that exist between service provision and operational capability (mainly police ICT interoperability and better police information management) and whether police ICT is being implemented and delivered in the most efficient and effective matter. 

Following 9/11 and subsequently the Madrid and London bombings the international drivers for common ICT enabled services across national boundaries have become compelling. The pressure for ‘interoperability’ and ‘joining-up’ internationally comes not just from policing but also the public who in this respect see very clearly the connection between the need to share police data and meeting the terrorist threat.  This purpose of this document is to directly link the provision of ICT with high-level operational imperatives as it is only by understanding the relationship between the two that we understand as police ICT professionals how best to support and improve policing. 

The CRV is intended to be a living document and should be reviewed and revised if necessary on a regular, possibly yearly basis. NPIA RAI have been consulted regarding this document and are establishing a project with MORI to look at policing futures and emerging trends in policing. This research will be used to refresh the CRV to keep it up to date and relevant and aligned with the business.
The Proposal – Common Requirements Vision for policing in England and Wales
This document details the Common Requirements Vision (CRV), after an analysis of the ”Environmental Trends” that influence police work (chapter 2), and then sets out "Policing Business Strategies" (chapter 3) that combat those trends.  Policing Business Strategies result in "Policing Information Requirements" (chapter 4). “Information Technology requirements” (chapter 5) have been identified, which describe the necessary capabilities of the IT environment to enable the "Policing Information Requirements". Chapters 2 to 5 combined should be considered as the vision on the common requirements for police forces on IT support. 
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1.
Purpose and Framework of the Document
To support their strategic objectives international organisations, business enterprises and public institutions are developing enterprise architectures with which to plan, optimise, transform and migrate to better services. This architecture is the existing and planned infrastructure of an organisation encompassing its business rationale, processes, people and information systems. Its main purpose is to align core goals (why we do what we do) with strategic direction. As such it also serves as a guideline to plan technology decisions.

The purpose of this document is to outline the police information requirement and the strategic information system capabilities to fulfil that requirement.  It does this by exploring the business and operational needs of UK policing and some of the key drivers that influence that need. In doing so it serves to: 

· provide a mandate, sponsorship and business justification for police ICT  interoperability which is essential for enabling improved police communication and co-operation 

· make it easier to target/prioritise effort creating a coherent governance/decision making structure; 

· enable police ICT professionals to better understand the needs of the common operational policing requirement
· provide the basis on which to structure proposals for resources including funding. 

By enabling communication and information flows in an interoperable manner we best support the needs of the policing operational environment and by developing this as part of a planned and managed architecture we ensure that ICT investments are strategically aligned. 

A Common Requirements Vision (CRV) is an important output of a planned architectural process. The CRV process and the resulting document capture and link environmental trends, police strategies and requirements for the future-state business architecture. Its goal is to help align police Information Technology strategy with the needs of police as precisely as possible. 

Similar to single enterprises or institutions, police forces in the England and Wales require a common basis for their co-operation. This co-operation is largely dependent on the exchange of information, requiring all participating forces, their partners/other agencies make their IT systems interoperable with other local, national, and in some cases trans-national IT systems.
This document builds on that strategic requirement providing a framework with which to develop a capability to implement quickly and efficiently IT solutions to support the flow of police information once it is defined and agreed upon. This ability in turn requires a set of guidelines that will form part of the enterprise architecture. 
An enterprise architecture does not seem easily reachable by police forces due to differences in local police strategies, administration and especially existing IT systems and infrastructure. Nevertheless a common vision of police requirements as a basis, which is limited in scope and detail, may well be identified and defined. 

Therefore, the CRV intends to document the common environmental trends, police strategy, the corresponding information requirements and the resulting information technology requirements (cf. Gartner Research, “Building a 'Fast-Path' Common Requirements Vision”, 1 August 2006, ID Number: G00142111). 

As a “fast track” Common Requirements Vision this document is designed to achieve early deliverables. It is concise and focuses on the most important issues which – directly or indirectly – affect the requirements for IT support in the exchange of information between police forces. Keeping in mind that its content will have to be examined and updated regularly to reflect changes society, legal regulations, criminal trends and police work the document does not intend to incorporate all trends, strategies and requirements of police work nor does it intend to describe them in all detail.

Furthermore, the document lists trends, strategies and general requirements, but does not list specific demands or requirements relating to the need for a particular system. Hence, it should be noted that this document is not a statement of work. Rather its purpose is to ensure that Police ICT can support the common operational goals of Police leaders. 
This document should be developed into guidelines for ICT Interoperability, which will allow ICT practitioners to incorporate common requirements where information systems and services are to be implemented or aligned. Taking these requirements into account at an early stage will save time and resources in the long run and embed the capability for future information exchange (Interoperability) with similar systems both locally and centrally. This improves interoperability not (exclusively) through the production of new systems and databases but through planning and natural evolution. 

2.
Environmental Trends (ET)
Environmental trends are changes in the internal and external factors, as perceived by police forces. These factors can include industry, economic, demographic and regulatory changes, as well as technologies that are impacting police strategies.

 Environmental Trends in Society, the Environment and Technology (ETS)

ETS1
Lifestyle changes, changes that create a new social environment including:

· an ageing of society
· the 24 Hour Economy

· Growth in single households

· more commuting and transient populations

· the information society

 ETS2   Diversification the migration of people creating emerging communities bringing challenges exacerbated by language barriers, lack of understanding of UK law and in some cases a lack of trust in traditional institutional infrastructures. 
ETS3
Changes and entirely new forms of participation in social and political debate and processes which are not institutionalised (such as ‘global’ demonstrations and hooliganism at public events) ranging from individual actions to mass events.
ETS4
Information Assurance, Privacy and data protection concerns can be expected to play a significant role in the public support for information exchange initiatives 
ETS5
Natural disasters (droughts, floods, storms etc.), likely intensified by climate changes, as well as epidemics, pandemics and breakdowns of vital infrastructures like electricity, gas, internet and water can be expected to increase. 
ETS6
The progressive shift of economic, administrative and private processes to digital infrastructure in general and to the Internet in particular as well as the resulting dependency on IT systems increases the vulnerability of companies and individuals to criminal activities (e.g. by blackmail, fraud, identity theft).
ETS7    Mobile Communications – the trend towards mobile communications platforms will enable changes in the way public services are delivered and the number of ways the public expect those services to be delivered.
ETS8  Financial Constraints – changes in the financial climate are likely to see an associated change in patterns of criminal behaviour and further pressure being put on force budgets.
Environmental Trends in Law, Police and Crime (ETL)

ETL1
Partnership working (local authority, CDRP, OGD and Agency) is likely to increase which means that differences in legal, social and technical environments have to be overcome. The degree of harmonisation often directly affects the time and resources needed for the implementation of new forms or systems and information exchange.

ETL2
The National Intelligence Model and its emphasis on "intelligence led policing" will continue to predominate and therefore the need for Information exchange will increase between forces at national, regional and local level.

ETL3
European co-operation will be promoted by bi- and multilateral co-operation extending the federated information landscape
ETL4    Internal Radicalisation and different terrorism phenomena are subject to temporal and political changes. As a consequence, demands to adapt police work and co-operation between CT and police ICT will arise more frequently and with shorter response times.
ETL5    Securing Borders generating the need for police, customs and immigration services to have accurate and timely information available at entry points  

ETL6
Wide-spread internationalisation of Organised Crime due to the globalisation of markets requires a corresponding globalisation of police co-operation and information exchange.  
ETL7   The London 2012 Olympics will present opportunities for criminality. Clearly the main impact of crime connected to the Games will be felt in London, but other locations where sporting events will take place and surrounding force areas may also be affected. 
ETL8   Citizen Focus (including Neighbourhood Policing) – information flows will need to support services tailored to the needs of communities and be available to the individual and police user across different communications platforms i.e. mobile/internet/phone
ETL9   Digital Image Capture (CCTV, ANPR, Facial imagining, Mobile Phones and changes to PACE) bringing a huge expansion in the electronic storage and analysis of data 
ETL10  
The increasing trend for reliance upon Biometrics/Forensics to clear up of crime and the growing desire to use this information as proof of identification in different jurisdictions.
3.
Policing Business Strategies (PBS)

These are the strategies in response to the trends and other factors (e.g. legislation). The strategies should describe the most important themes that give coherence and direction to the police to respond to the environmental trends. They communicate the intent of the police as to where it wants to go to the future (cf. Fast-path CRV).

PBS1
Police business processes are defined to better interact (i.e. exchange data) with outside entities (government, business, private) and to be able to increase efficiency in the execution of these processes. Such improved interaction is also necessary to facilitate a distribution of tasks among security related institutions and their business partners. 

PBS2
Flexible police concepts are developed for swift responses to quickly developing political demands and changing social, criminal and technical conditions. 

PBS3
Areas of police work to focus on are defined and prioritized in order to use the limited available resources most efficiently and effectively.
PBS4
Co-operation of police with other authorities, industry and research in the strategic, scientific and technical area is promoted 
PBS5
Compatible Information Assurance among partners is recommended to facilitate co-operation and information exchange 
PBS6    Collaboration of police forces with other authorities in the procurement of resources to take advantage of operational and financial efficiencies
PBS7   Formation of a National Technical Design Authority to provide advice/assurance across police architecture
PBS8   A Police Information System Strategy (UK policing already has the ISS4PS – the strategy should be tested against this document to ensure it still reflects the requirement) as an agent for change and interoperability
4.
Policing Information Requirements (PIR)

These describe the business process and information requirements in support of the enterprise business strategies. They do not discuss technical aspects or implementation of solutions, such as data or application issues. 

PIR1
Development and consequent use of common definitions including the definition of a Policing Reference Model (i.e. the minimum set of common definitions needed to ensure and inform interoperability between business processes). 
PIR2
Optimised, rationalised and compatible business processes and information flows in order to ensure effective mechanisms for co-ordination and access to information can be established. 

PIR3
Secure, sufficiently available communication flows between police and other agencies/organisations 

PIR4
Simple and automated data transfer between individual information resources (i.e. no manual re-entering of data when transferring information). 

PIR5
Immediate access to information wherever appropriate and possible as a basis for the timely and comprehensive collation and analysis of relevant information. 

PIR6
Appropriate and compatible levels of information reliability, integrity, confidentiality, availability and security 
PIR7
General classification of information according to a uniform national pattern (availability, confidentiality, reliability). 

PIR8
Flexible services that allow creating, storing, retrieving, exchanging and analysing information, i.e. the ability to easily design and implement new services (especially based on information already stored) and to integrate them when needed and politically decided.
     PIR9     Usability and presentation that takes into account the perspective of police user  

5.
Information Technology Requirements (ITR)

These describe the necessary capabilities of the IT environment to enable the business information requirements. The IT requirements state the environment's ability to provide the information, enable the applications and provide the infrastructure that are needed to satisfy the business information requirements. 
ITR1
Flexible and reliable IT services, based on a defined architecture, e.g. a service-oriented architecture (SOA). 
ITR2
Compatible modelling standards for IT processes and data models (e.g. BPMN, UML). 

ITR3
Defined technical reference information models standardising at the syntactic, semantic and process levels all data that needs to be exchanged between police organisations (e.g. based on XML).
 

ITR4
Defined compatible data catalogues. 

ITR5
Secure, high-availability, IT network / infrastructure available for national police data exchange  

ITR6
Secure and appropriate Access Services to information
9.
Conclusion

The Common Requirements Vision will allow the police service to define trends and strategies and deduce the consequences for business information requirements and information technology requirements. Furthermore, due to its overview character it facilitates the identification of issues of high priority. 

A convergence programme by 2015 based on the defined requirements would enable the NPIA and forces to leverage IT to:

· respond quickly to new demands and prioritise new initiatives accordingly; 

· integrate existing and future information resources when needed and decided; 

· prepare local and national systems for future information exchange when they are first designed and developed (reducing the need for time-consuming and costly changes when the existing systems are to be used in co-operation); 

· develop systems more quickly and easily with less influence of varying force IT strategies and conditions.

For this purpose the programme will, in particular, need to:

· analyse interoperability gaps and prioritisation of requirements;

· define appropriate standards including semantic and organisational standards;

· establish contact and co-operate to standardise processes;

· define core IT services required to support interoperability.
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